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Digital Rights Management by the European Commission

The only purpose of this report is to summarize the contributions received in the context of the informal consultation on the DRM HLG final report. It does not reflect in any respect the official position of the European Commission.   
INTRODUCTION: 

As a major technological evolution allowing the management of intellectual property rights in the digital environment, Digital Rights Management (DRM) is carrying high expectations but also significant concerns for both the economic players and citizens of the Information Society. 
In order to review the actual obstacles linked to DRM which hamper the emergence of new business models for advanced broadband services, and to build an agreement on the possible ways forward, the Commission committed to establish a High Level Group (HLG) on DRM issues. On 31 March 2004, the HLG agreed to focus on interoperability requirements, acceptance and trust by users, migration towards legitimate services, the impact of DRM on existing rights management approaches, and on the assessment of the current applications of DRM on the European market. 
The HLG presented its final report on 8 July, 2004. The report reflected the consensus of the HLG members on basic principles and recommendations for future actions in three areas; “DRM and interoperability”, “Private copying levies and DRM” and the “Migration to legitimate services”. While the HLG reached a consensus on the three papers, the consumers’ trust and confidence aspects could not be addressed comprehensively. Furthermore, the consumer side represented by BEUC did not support the papers on “Private copying levies and DRM” and “Migration to legitimate services”.   

As part of the on-going discussion on DRM, the HLG launched an informal consultation to invite all stakeholders to make contributions to the final report. The consultation was successful and 52 contributions were received from consumers, right holders and creators, telecom operators, DRM service providers, equipment manufacturers, broadcasters and organisations promoting the development of the Information Society. These contributions are participating to the consensus building exercise on finding the ways to make the most of DRM development for the economic players, consumers and citizens of the Information Society.
The contributions received provide an overview of the various interests at stake. While most of the contributions welcome the HLG final report and mainly support its conclusions that are considered as a significant progress in finding common ground, the public consultation was used by many respondents to raise specific concerns in respect of DRM development. 
There is a wide consensus among contributors regarding the fact that consumer acceptance is key for the successful development of DRM. Considering that consumer acceptance should be the starting point of any discussion on DRM, some contributors regret that the final report did not address the consumer's trust and confidence aspects in a comprehensive way and, in particular, the privacy issue. They invite the HLG to explore consumer concerns in respect of DRM development. 

It was also seen that not only consumers’ but also citizens’ concerns should be taken into account. Different contributions have foreseen a potential negative impact of DRM on public interest and called for a deeper involvement of the Civil Society in work of the HLG. It is worth mentioning that several contributions disagree with the final report, questioning the effectiveness of DRM or the appropriateness of the existing legal framework.

Below is a summary of the different contributions received by the Commission. 
DRM and Interoperability
The HLG final report acknowledged the key role of standards - allowing different entities to create technically compatible equipment and services - as well as trust models and compliance in ensuring the interoperability and security of DRM systems. Contributors agree with the importance of interoperability that is seen as fundamental to reach consumers’ acceptance. 

Some contributors insist on the fact that interoperability should not be reached at the expense of security, and also highlight the importance of compliance in this respect. 
Several contributors show a considerable interest in a formal definition of DRM and interoperability. Even though the final report includes a detailed description on the current status of DRM, many contributors regret the lack of formal definition of DRM and the absence of a clear distinction with technological protection measures. In addition, providing formal definitions of other terms used in the report, such as open standards or interoperability is deemed necessary to avoid any ambiguity.

The HLG final report considered that the best case scenario to achieve interoperability would be the development of industry-led standards-based solutions. However, in achieving interoperability various scenarios were envisaged, ranging from different proprietary systems through to standards-based convergence. If open standards are considered as the preferred solution to achieve true cross-platform interoperability, the HLG final report pointed out that other approaches should not be excluded, in particular, that proprietary standards could also have an important role to play.  
Most of the contributors agree that market forces should be the primary driver of DRM and interoperability solutions, considering that industry is best suited for developing open cross platform standards. Open standards are largely seen as the fastest and safest way to deliver interoperability. 
However, in respect of alternative approaches, such as the development of proprietary standards, some contributors disagree with the statement that proprietary standards have a role to play, considering that the development of such standards would necessarily hamper competition.  
There is a widespread consent among contributors regarding the statement in the HLG final report that DRM must not be allowed to become a commercial or technology licensing control point, and must ensure and enhance consumer choice and competition. 
Most of the contributors agree that market-driven development of DRM will lead to the development of interoperable standards. In this context, existing competition rules are deemed appropriate to prevent anti-competitive behaviour, and there is no need for any regulatory intervention.  
Some contributors are, on the contrary, concerned about the potential negative impact of DRM on competition. They believed that DRM systems are capable of transferring complete control of the way digital content is used and distributed to some of the content value chain users. 
The mentioned competition related concerns include: 
· Market control by dominant players, allowing them to restrict access to the market and to stifle the development of new content services. According to some contributors, this risk would be particularly important in the context of proprietary standards.
· Consumer lock-in by content providers using proprietary standards.
· Access to DRM technologies at reasonable costs and non-discriminatory terms and conditions. The cost of DRM solutions is seen by certain sectors or small players as creating new barriers to market access. 
DRM deployment is also seen as a potential obstacle to open source software development, since open source software users could be excluded from access to DRM controlled content. 

Comments regarding the conclusions and recommendations on DRM and interoperability reflect the various views expressed on the best way to achieve interoperability and competition. While most of the contributors agree with the HLG recommendations on the way to achieve interoperability, some suggest that the Commission should actively monitor the effect of DRM on competition, and take appropriate steps against anti-competitive behaviour.

Some contributors invite the Commission to maintain its Research and Development effort in the field of DRM, to foment reaching agreement over common standards among all DRM stakeholders, and to foster a dialogue on key priorities.
Private copying levies and DRMs
The HLG final report recalled that the private copying exception was designed as a limitation to the exclusive reproduction right of right holders. Many contributors welcome the statement in the HLG final report that private copying levies schemes were put in place to compensate authors for the losses resulting from private copying, and were never intended to constitute a mechanism to compensate for piracy. 
In the context of DRM deployment, the HLG final report considered that the way forward was a system based on existing exclusive rights, backed by technologies that ensure a secure environment where such rights can be licensed and enforced. Accordingly, the HLG report stated that alternative compensation schemes were not the way forward, and that the existing levies scheme should be adapted to take into account the application or non application of technological measures in order to avoid double payment. 
The HLG position on private copying raised a number of comments on the application of the existing copyright exceptions in a DRM protected environment and, in particular, of the private copying exception. DRM is seen by some contributors as putting copyright exceptions at risk. Some suggest that by contractually restricting usage of copyright protected material and technically enforcing these restrictions, DRM will allow the substitution of copyright law by contractual terms, and subsequently alter the fragile balance between right holder and public interests. Several contributors express their concerns regarding the potential adverse effects of DRM on consumer and public interests. By allowing restriction access to content, DRM could hamper public access to information or to work in the public domain.
Some contributors are in favour of the application of some of the copyright exceptions, such as the private copying exception in a DRM protected environment. Others refer to the need for an application of the “traditional rights and usages”. These contributors believe that appropriate steps should be taken to accommodate copyright exceptions and prevent the “abusive use of technology”. 
Several contributors insist on the need for providers of DRM protected content to fully inform consumers on authorised uses and usage restrictions when they purchase or access that content by displaying this information in a comprehensive and prominent way. 
Many of the contributors agree with the HLG final report that the development of DRM providing a secure environment for content distribution is the way forward. Compensation schemes are depicted as a system of the analogue age that has to be phased out in the digital age, and some contributors insist on the necessity not to further extend levy schemes. 

However, some contributors contest the HLG report on this point, considering that there are complementary features between private copying levy (PCL) schemes and DRM. Reasons mentioned include: 

· The fact that DRM will never apply to each copyright protected work. 

In this respect some contributors insist on the fact that DRM should not be imposed on right holders, who should remain free to opt for the use of DRM or not.  

· The fact that PCL schemes could compensate right holders for private copying occurring in a DRM protected environment. 
PCL schemes are even seen by some contributors as the best means to conciliate right holders and consumer interests, since they allow private copying and ensure compensation of right holders without control over users. 
In respect of the adaptation of the existing private copying levy schemes, most of the contributors concerned are in favour of the case by case approach recommended by the HLG final report.  The specificities of each content sector are considered as preventing a comprehensive approach. It is also considered that since DRM is still at an early stage of  development, no phasing out scenario can be established on the basis of the existing DRM systems. On the contrary, few contributors call for an immediate review of the national levies system, on the basis of a comprehensive approach, and urge the Commission to take appropriate steps in this respect. 

Promoting migration to legitimate services on the Internet
The HLG final report pointed out the need to encourage the migration of consumers from unauthorized file-sharing services to legal online services, in order to create a thriving legitimate market on the internet. The HLG final report called on the EU Institutions and Member States to reflect in their policy positions that copyright abuse will not be tolerated, and that protection of content delivered via DRM is the way forward. 
Many contributors agree and highlight the need to improve the technical protection of content against unauthorized usage. In this context, the conversion of protected digital signal to analogue format and back to digital format, allowing the removal of any content protection, is mentioned as a major obstacle to the creation of a secured environment. 
The implementation and enforcement of a proper legal framework was also seen as a way to promote migration to legitimate services. In this respect, some contributors called for a rapid implementation of the Enforcement Directive, and urged the Commission and Member States to put in place effective criminal and civil sanctions to deter the circumvention of protection measures.
Some contributors disagree with the approach of the HLG final report, considering that it is based on the assumption that most of the current uses of online content are illegal, and that the only way forward is to develop technical and legal means to prevent any unauthorised use of content. From their point of view, the way forward is to meet consumers’ expectations by finding the appropriate business models and balance between consumers and right holders interests. Criminalisation of consumers is not the way forward. 

It was recalled that right holders should remain free to decide if they want to apply DRM or not, and should not be forced to apply DRM in order to preserve their rights. In this context, the political commitment for the protection of content should not only apply to content delivered via DRM, but to all types of content. 

CONCLUSIONS: 

Two major conclusions can be drawn from the informal consultation: 

· As stated in the HLG final report, there is a need for further discussions to address consumer concerns in a comprehensive way. For example, the issue of privacy that was raised by many contributors has not been dealt with in the HLG final report. 
As suggested by some of the contributions, it could be worth addressing the wider issue of citizens’ concerns regarding the deployment of DRM. 
· As described in this report, some of the contributions received pointed out a variety of concerns with regard to DRM; its effects on competition, its implementation cost, its long term impact on society, its effect on the digital divide, and the risks it presented for existing businesses. Many respondents expressed the view that much more comprehensive investigation and analysis was required to support the conclusions and recommendations of the HLG final report. 
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